- rednhat.

RED HAT ENTERPRISE VIRTUALIZATION

Giuseppe Paterno'
Solution Architect

Jan 2010



<« - redhat.

Red Hat Milestones

= October 1994
= June 2004

= August 2005

= April 2006

= April 2007

= April 2007

= June 2007

= December 2008
= Feb 2008

= Mid 2008

Red Hat Linux

Red Hat Global File System

Red Hat Certificate System & Dir. Server
JBoss

JBoss Data Service (Meta-Matrix)

Red Hat Enterprise Linux 5

JBoss Comm. Platform (Mobicents)

Red Hat MRG (Messaging, RT, Grid)
JBoss SOA Platform (ESB)

Qumranet acquisition



RED HAT ENTERPRISE VIRTUALIZATION (RHEV)
November 2009

S

RHEV MANAGER FOR SERVERS
Enterprise grade server management system e

RHEV MANAGER FOR DESKTOPS (beta)  Forservers ]
Virtual Desktop Infrastructure with SPICE

« rednhat
RHEV HYPERVISOR

Small footprint, high performance dedicated hypervisor
Available only with RHEV Manager

RED HAT ENTERPRISE LINUX (with KVM)

High Performance, security, integrated hypervisor




RED HAT ENTERPRISE VIRTUALIZATION
HARDWARE AND SOFTWARE SUPPORT

Red Hat
Virtualization
Ready

3,000+
Applications

Red Hat
Virtualization
Ready

1,000+
hardware
platforms

RED HAT" 5 feeIEye
IRTUALIZATION Ikt b

CERTIFIED .
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ISVs certified on Red Hat Enterprise Linux are also certified
to run on Red Hat Enterprise Linux deployed on
Red Hat Enterprise Virtualization

AMDl D@LL EMC(C oty HimacH [7))

nnnnnn

EEES intall NEC  @Sun  unisys
Hardware platforms certified for Red Hat Enterprise Linux 5
with Intel VT/AMD-V capable hardware are certified for
Red Hat Enterprise Virtualization




RED HAT ENTERPRISE VIRTUALIZATION
ARCHITECTURE

Red Hat Enterprise Administrator
Virtualization Console API and Scripting
Manager for Servers
‘ \ Windows
LDAP Directory / R PowerShell
- |
Ny {

Active Directory
TEMPLATE LIBRARY " Red Hat Enterprise c -
Virtualization Hypervisor
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Guests
Web server Database server

L

Create template

Poo®

Third party Install media  Virtual Red Hat
provisioning Appliance  Satellite

Hosts



KERNEL-BASED VIRTUAL MACHINE (KVM)

Included in Linux kernel since 2006

» Runs Linux, Windows and other
operating system guests

Lo} k3
5

Machine Machine

Applications

* Advanced features
* Live migration
* Memory page sharing
* Thin provisioning

» PCI Pass-through (inted VX

AMDZ1 AMD-V

« KVM architecture provides high
“feature-velocity” — leverages the x86 Hardware
power of Linux




KVM HYPERVISOR - ADVANCED FEATURES

» Kernel Same-Page Merging (KSM)

* Memory Page Sharing
« Securely shares identical memory pages between virtual machines
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Hypervisor Physical memory




KVM HYPERVISOR - ADVANCED FEATURES

 Thin Provisioning

Allocate storage only when needed
Oversubscribe storage
Transparent to virtual machine
Improve Storage Utilization
Reduced Storage Costs

Works with NFS, iISCSI and Fiber
Channel

Storage reporting and alerting

Thin provisioned  Thin provisioned Thick provisioned
50 GB T0 GB 50 GB

Virtual Disks 10 GB 50 GB
V-
Virtual Machines -,
-.‘“j.l!:r:ﬂfr

-

Physical Storage
50 GB

! 10 GB !




KVM HYPERVISOR - ADVANCED FEATURES

Security

. b A
Inherits security features of Linux 6‘3
R, .

Includes support for SELinux

Provides protection and isolation for virtual machines and host
Compromised virtual machine cannot access other VMs or host

sVirt Project

Sub-project of NSA's SELinux community
Provides “hardened” hypervisors
Multilevel security

|solate guests

Contain any hypervisor breaches

Will be included in RHEL 6




RED HAT ENTERPRISE VIRTUALIZATION
CHOICE OF HYPERVISOR PLATFORMS

RED HAT ENTERPRISE VIRTUALIZATION
MANAGER FOR SERVERS

Live Migration, High Availability, System Scheduler,
Power Saver, Storage/Snapshots, thin provisioning

RED HAT ENTERPRISE
LINUX 5.4 RED HAT ENTERPRISE
VIRTUALIZATION HYPERVISOR
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RED HAT ENTERPRISE VIRTUALIZATION
RED HAT ENTERPRISE LINUX 5.4

Red Hat Enterprise Linux 5.4 includes KVM Hypervisor
Can be managed by Red Hat Enterprise Virtualization Manager

Including network and storage configuration
Same feature set as RHEV Manager with RHEV Hypervisor

Includes guest subscriptions

Red Hat Enterprise Linux

Includes 4 guest subscriptions
Red Hat Enterprise Linux Advanced Platform

Includes unlimited guest subscriptions
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RED HAT ENTERPRISE VIRTUALIZATION
HYPERVISOR

« Standalone hypervisor

« Small footprint < 100MB

* Customized 'spin' of RHEL 5
» Security hardened image
Virtual Virtual
Machine Machine * Runs on all RHEL5 hardware with VT/AMD-V

‘Just enough' RHEL to run virtual machines

« Easy to install, configure and upgrade

« PXE boot, USB boot, CD or Hard drive
« Scalability
intel) VT-X
- « 96 cores & 1TB ram on Host

* 16 virtual CPUs and 64GB ram guest

AMDI1 AMD-V

x86 Hardware




RED HAT ENTERPRISE VIRTUALIZATION
GUEST SUPPORT

Support for Red Hat Enterprise Linux guests

Red Hat Enterprise Linux 3 - (32 and 64 bit)
Red Hat Enterprise Linux 4 - (32 and 64 bit)
Red Hat Enterprise Linux 5 - (32 and 64 bit)

Para-virtualized drivers for high performance network and disk 1/O

Uses standard VirtlO interface

Included as part of Linux kernels > 2.6.25
Backported into RHEL 4.8+ and RHEL 5.3+ kernels

Available as download for RHEL 3
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RED HAT ENTERPRISE VIRTUALIZATION
GUEST SUPPORT & INTEROPERABILITY

Support for Microsoft Windows Server guests

Windows Server 2003 & 2003R2 - (32 and 64bit)
Windows Server 2008 & 2008R2 - (32 and 64 bit)

Server Virtualization Validation Program (SVVP) Certification from Microsoft

Both RHEL 5.4 and RHEV-H Certified on AMD and
Ensures fully supported environment

Para-virtualized drivers for high performance network and disk 1/O

WHQL Certified “signed” drivers

Included on Windows Update for seamless user experience
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RED HAT ENTERPRISE VIRTUALIZATION
MANAGEMENT FEATURES

High Availability

Live Migration

System Scheduler

Power Saver

Maintenance Manager

Image Management

Monitoring and Reporting
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Restart guest VMs from failed hosts automatically on other hosts

Move running VM between hosts with zero downtime

Continuously load balance VMs based on resource usage/policies

Concentrate virtual machines on fewer servers during off-peak hours

No downtime for virtual machines during planned maintenance
windows

Template based provisioning, thin provisioning and snapshots

For all objects in system — VM guests, hosts, networking, storage etc.

)



RED HAT ENTERPRISE VIRTUALIZATION
MANAGER FOR SERVERS

.| EPJTES:IﬁIZS:TION Logged in user: Administrator | Sign out | Configure | About //f / SearCh d riven U I
Search: |vims: - O ' makes managing

Bookmarks Data Centers Clusters Hosts Storage Virtual Machines Pools Templates Users E Events E Monitor th O u Sa n d S Of
New| ﬂl Rermove Hew Ser'.'e'| Mew Deskiop | ﬂl F{E'.'.:we| 3 |v| | Make Templahe| F!est::-ra| Backup | M a\ue| Custom Actions | v| E Guide Me |

E:rs\g?fs Name Cluster Host IP Address Memory CPU Network  Display Status O bJ eCtS easy

Windows_VMs B DNS-RHEL4 & Default 0% % ke Down

RHEL_%Ms " . o

Host_over_80%_cpu F RHEL3 & Default rhevh-1.rhev.redhat.com 0% 0% c 1% WNC Up

ESSt__OVe;_&O‘!fa_net\-uork P RHEL4 & Defsult  rhevh-1.rhev.redhat.com Bh A 0% VNG Up

nning_\VMs . . .

All_Hosts - b RHELS & Defsult  sandbox.rhev.redhat.com £ 2 Tk YNC Up BOO km a rkS —_—
P RHELS_SAP &4 Defsult  rhevh-3.rhev.redhat.com 0% 0% 0% WNC Up . .
P RHELS_webserver & Default sandbox.rhev.redhat.com 0% Q% Q% WNC Up dynal I “C fl Ite rS and
B RHELS-Desktop @l Dpefault 0% 0% 0% Down Oth e r adva n Ced

| W win2k3 & Default = .

b win2ks & Defsult  rhevh-3.rhev.redhat.com 172.16.31.4 GU I fu nCtlonS
P Windows7 #l Default rhevh-1.rhev.redhat.com 172.16.31.5 ﬂ“ 2% Q% Spice Up
B OWinxP-1 @l Dpefault  rhevh-2.rhev.redhat.com 0% Gip - ik Spice Up
® Winxe-2 d] Default 0% 0% 0% Down
B WinxP-3 @l Defsult  rhevh-2.rhev.recdhat.com 172.16.31.4 g35% e Spice Up CrOSS_CO rrelate
P WinxP-4 8l Defsult  rhevh-2.rhev.redhat.com 0% Lo Spice Up
o WinXP-5 L] Defa[i}t rhevh-2.rhev.redhat.com 0% Q% . 1% Spice Up Info rl I Iatlon acrOSS

|

users, VMs, hosts,

General Users Network Interfaces Virtual Disks Snapshots  Applications \ | Events H H
Operating System:  Windows 2003 Defined Memory: 512 MB - a p p I I Catl O n S y
Description: Domain:

Template: Blank Time Zone: Eastarn Standard Time Statu S etC

Number of CPUs: 2

” )




RED HAT ENTERPRISE VIRTUALIZATION
MANAGER FOR SERVERS

Search driven interface

Unique feature

Dynamically build lists of servers/vms based on search criteria

eg. Find all servers with more than 85% utilization
Create bookmarks to “shortcut” to these dynamic lists

Logged user: Administrator, Sign out | Configure | Copyright | Ak

search  servers: Deskiops.network_usage|
m_sewers: Desktops.network_usage == 4 ——
servers: Desktops.network_usage = Events  Monitoring
add| =diservers: Desktops network_usage I=
| |
All Bo jﬂ. Uptime Server
= % S min vdsl
websarver EN Down 0% 0% 0%
windows2k3 EN Down 0% 0% 0%
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RED HAT ENTERPRISE VIRTUALIZATION
MANAGER FOR SERVERS

Web based user interface

Command line interface for scripting and automation

Graphically manage host configuration

Host networking
Bridging Search: CustE's:-
Bonding = 2 e

[ root

Name Description
V LA N S | Default The default server cluster
Clusterl AMD clustering for Desktops

Storage

NFS
Fiber Channel P T F

& Fujitsu2 192.168.100.26 Up
IS‘ SI & Fujitsu3 152.168.100.27 Up
& IBM1 152.168.100.10 Up

Multipath

Last message: Host win2003-1.rhev.com was activated (User: rhadmin).
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RED HAT ENTERPRISE VIRTUALIZATION
IMAGE MANAGER

Templates

— Create library of preconfigured virtual machine images
Including OS, configuration and applications

Web server

— Rapidly provision new virtual machines from
templates

— Uses thin provisioning to improve storage
utilization

New Virtual Machine

Database server

OK Cance




RED HAT ENTERPRISE VIRTUALIZATION
ROADMAP

1H10 2H10+

Red Hat Enterprise Virtualization 2.2 Red Hat Enterprise Virtualization 3.0

* Virtual Desktop Infrastructure (VDI) VM-PM Scheduler (Hybrid model), Physical and Virtual
system scheduler
* OVF Import and Export

* VM Secure — Host firewall, guest firewall, SELinux and

* Reporting Engine SELinux profiler

* Prioritized High Availability * SLA Manager — CPU, memory, network and disk IO
SLAs per VM and reporting
V2V

* Integration with MRG workload scheduling
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RED HAT ENTERPRISE VIRTUALIZATION
ROADMAP 2.2

Prioritized High Availability

Specify ordering for restart of failed Vms.
eg. High priority VMs are restarted first, followed by medium, then high.

RHEV Manager High Availability

Cluster RHEV Manager instances

Run as virtual machines RHEL 5 host with Red Hat Cluster Suite

Backup Certification

Testing and certification with leading backup vendors
CA, EMC, IBM and Symantec

Road map features are subject to change
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RED HAT ENTERPRISE VIRTUALIZATION
ROADMAP 2.2

Import and Export

Import and Export Virtual Machines and templates
Uses OVF Standard for compatibility and interoperability

V2V — Virtual Machine Conversion

Tools to convert Xen and VMware images to native RHEV Images
Supports Windows XP, 2003, 2008, RHEL 3, RHEL 4 and RHEL5

Automated process including installations of drivers and
configuration

Road map features are subject to change
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RED HAT ENTERPRISE VIRTUALIZATION
ROADMAP 2.2

Guest Support
Added Windows 7

RHEV Manager Platform
Support for running RHEV Manager on Windows Server 2008

Support for non-English Windows Server installations

Expanded Fence Agent Support
Including WTI and APC power switches

Reporting

Data warehouse including historic data for hosts, virtual machines and
storage

Road map features are subject to change

. )




RED HAT ENTERPRISE VIRTUALIZATION
ROADMAP 2.2

24

Performance and Scalability

Support for 256GB memory in virtual machines

Improved I/O performance for thin provisioned virtual machines
Improved memory page sharing for Linux virtual machines
Extended CPU family support for modern CPUs

Optimizations for latest AMD and Intel CPUs
Including enhanced CPU compatibility for Live Migrations

Many Ul improvements including

New “Create VM” Wizard

Clone VMs from templates

Specify custom MAC addresses

Allow VMS to persistently boot from CD or Network




RED HAT ENTERPRISE VIRTUALIZATION
USER PORTAL

Web-based portal from which end users can log into their
virtual desktops.

é @ B@@|p59;ch* FFFFF ites -@|®v&§

Address @h s frhey redhat. localfRHEVUserPortalfUser | Default, aspx ;I Go |Links >
O [T o e roont oy s s

ENTERPRISE
| LINUX 5 =

[&] Done N
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RED HAT ENTERPRISE VIRTUALIZATION
SPICE PROTOCOL

« Simple Protocol for
Independent Computing
Environments

* An adaptive remote rendering
protocol

* Able to deliver an end user
experience indistinguishable
from that of a physical
desktop

| | 1n
L 1 "I’_. =

browser
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- rednhat.

THANK YOU!
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